
Vol.:(0123456789)

Journal of Network and Systems Management (2021) 29:18
https://doi.org/10.1007/s10922-020-09583-4

1 3

Machine Learning‑Based Multipath Routing for Software 
Defined Networks

Mohamad Khattar Awad1  · Marwa Hassan Hafez Ahmed1 · Ali F. Almutairi2 · 
Imtiaz Ahmad1

Received: 27 April 2020 / Revised: 12 December 2020 / Accepted: 14 December 2020 / 
Published online: 20 January 2021 
© The Author(s), under exclusive licence to Springer Science+Business Media, LLC part of Springer Nature 2021

Abstract
Network softwarization has recently been enabled via the software-defined network-
ing (SDN) paradigm, which separates the data plane from control plane allowing 
for a flexible and centralized control of networks. This separation facilitates imple-
mentation of machine learning techniques for network management and optimiza-
tion. In this work, a machine learning-based multipath routing (MLMR) framework 
is proposed for software-defined networks with quality-of-service (QoS) constraints 
and flow rules space constraints. The QoS-aware multipath routing problem in SDN 
is modeled as multicommodity network flow problem with side constraints, that is 
known to be NP-hard. The proposed framework utilizes network status estimates, 
and their corresponding routing configurations available at the network central con-
troller to learn a mapping function between them. Once the mapping function is 
learned, it is applied on live-inputs of network status and routing requests to predict 
a multipath routing solutions in real-time. Performance evaluations of the MLMR 
framework on real traces of network traffic verify its accuracy and resilience to 
noise in training data. Furthermore, the MLMR framework demonstrates more than 
98.99% improvement in computational efficiency.
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1 Introduction

The network traffic has exponentially been growing due to rapid growth of infor-
mation technology applications and communication industry such as cloud ser-
vices, social media, smart phones, Internet of Things (IoT) and Internet applica-
tions. Cisco predicts a three-fold increase in IP traffic from 2017 to 2022 [1]. The 
traditional traffic routing and traffic engineering solutions should be revisited to 
accommodate, in real-time, this explosive increase in traffic. However, the rigid 
architecture of legacy networks does not permit for innovative network perfor-
mance optimization due to the tight coupling between the data plane and control 
plane. Alternatively, software defined networking (SDN) has recently emerged as 
network architecture that enables dynamic network management and program-
mability, and hence performance optimization. This is achieved through decou-
pling the data forwarding plane and network control plane and shifting the con-
trol plane to a centralized controller, which oversees a network of simple data 
forwarding elements [2]. SDN facilitates building more innovative programmable 
network control and routing solutions based on a global view of the network sta-
tus, and fine granular control of network traffic and network resources.

The recent advances in deep learning algorithms and recent emergence of 
SDN, have bridged the gap between machine learning (ML) and networking. Par-
ticularly, the centralized logical control shifts intelligence from the infrastructure 
layer to the control layer where efficient computing technologies like graphics 
processing unit (GPU) can be employed, and hence, provide the necessary com-
putation power for machine intelligence. In addition, the packets inspection capa-
bilities of forwarding elements and global view of the network status available at 
the central controller (CC) facilitate real-time training of data-driven ML algo-
rithms. Moreover, the network programmability and flexibility in installing new 
packets forwarding rules enables real-time execution of routing results computed 
by ML algorithms [3]. Latah et al. [4] and Xie et al. [3] provide a comprehensive 
survey on the literature concerning ML algorithms and AI algorithms applied to 
SDN, and highlight how such algorithms can revolutionize traffic engineering and 
routing in SDN networks.

Several recent efforts have focused on applying ML techniques towards net-
work traffic routing. Yanjun et  al. [5] developed a framework that consists of a 
meta-layer of multiple ML modules for traffic routing in SDN. Each ML module 
implements a supervised learning algorithm to solve the routing problem between 
a pair of nodes in the network. The modules are trained based on a labeled data 
set of the network topology, QoS requirements, and optimal integral paths gener-
ated by a heuristic algorithm. Unlike multipath routing, integral routing does not 
allow splitting traffic on multiple paths and routes each flow on a single path. The 
trained modules can give heuristic-like routing solutions in real-time for every 
pair of nodes. The work in [6] proposed a dynamic routing framework for SDN 
called NeuroRoute. The framework predicts the future network traffic matrix and 
calculates an integral routing solution by implementing a heuristic algorithm. The 
predicted traffic matrices and obtained solutions constitute a training data set, that 
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is used to train a DNN. The trained neural network generates a heuristic-like inte-
gral routing solutions in real-time given a predicted traffic matrix. Unlike works 
in [5] and [6] which implement supervised learning based on a labeled data set, 
works [7–9] employ recursive learning to discover the routing solution that leads 
to the optimal network performance. In [7], a cognitive routing engine is pro-
posed to find the optimal integral routing solution for overlay network of data 
centers. The work in [8] presented a QoS-aware routing method for multi-layer 
SDN networks. The method computes integral routing paths that maximize the 
network QoS performance for a given traffic type and user’s applications. In [9], 
a deep reinforcement learning model is applied to compute integral routes that 
minimize the network delay for a given traffic matrix. These works foster ML-
based routing; however, they overlook the negative impact of integral routing on 
traffic congestion [10].

The fine granular control of network traffic and network resources in SDN ena-
bles multipath routing, which is a key strategy for alleviating traffic congestion [11]. 
Several value-added services can be realized via flexible multipath routing in SDN 
[12]. First, end-to-end reliability assurance. This refers to switching traffic to alter-
nate path in case of link failure or security threat. Second, service customization 
to applications QoS requirements. For instance, online gaming traffic can be routed 
on low-delay paths; whereas, file-sharing traffic can be routed on high throughput 
paths. Third, congestion avoidance and load balancing. This is maintained by rout-
ing traffic on multiple less congested paths instead of the shortest path. Furthermore, 
multipath routing has been shown effective in network energy conservation and con-
gestion minimization [13]. Despite the importance of these services, multipath rout-
ing is limited by the size of the ternary content addressable memory (TCAM) at 
SDN forwarding elements. The routing of flows in SDN requires storing rules in 
TCAMs at forwarding elements, i.e., switches, along the routing path [14]. Then, 
multipath routing exacerbates the size limitation of TCAMs because the number of 
rules stored increases with the increase in the number of routing paths. Therefore, 
considering the routing rules space availability is critical in SDN.

The computation of optimal multipath routing decisions while considering mul-
tiple QoS constraints and TCAMs capacity constraints under stringent computation 
time requirements is not trivial. It involves solving an NP-hard optimization prob-
lem that does not scale well even for small networks [5, 15]. Although the prob-
lem can be relaxed and an approximate solution can be obtained by applying a heu-
ristic extension of the column-generation approach as in [16], or fully polynomial 
time approximation schemes (FPTASs) [17], such approaches do not converge in 
real time and are not applicable in real networks [5, 6]. In this work, we close this 
research gap by introducing a computationally efficient routing framework that 
responds to the global network changes, and realizes QoS-constrained and TCAM 
size-constrained multipath routing in real-time. Leveraging recent advances in 
machine learning (ML), we develop a ML-based routing framework that predicts a 
heuristic-like routing solution based on estimates of the network status. We utilize 
the traffic matrices available at the CC and their corresponding sub-optimal heuris-
tic routing solutions to train a feed-forward deep neural network (DNN). Given a 
global view of the network status, the trained DNN predicts a heuristic-like routing 
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solution on the fly. The contributions presented in this paper can be summarized as 
follows:

• The centralized multipath routing problem for SDN is modeled as a multi-com-
modity network flow problem (MCNF) with side constraints and capacitated 
links. The model captures traffic flows routing requirements in addition to traffic 
delay, link utilization, and forwarding rules space availability.

• A ML-based multipath routing (MLMR) framework is designed to realize heu-
ristic-like and real-time multipath routing in software-defined networks with 
capacitated links, QoS performance constraints and TCAMs capacity constraints. 
The proposed framework comprises a ML-based routing module and other mod-
ules that support it. Adopting an empirical approach, the design and precision 
analysis of the routing module based on real traffic matrices are provided.

• Detailed performance evaluations are presented to demonstrate efficacy of pro-
posed framework in comparison to a heuristic algorithm. The performance eval-
uations are comprehensive and implemented on real traffic matrices sampled at 5 
min for nine weeks. The performance over the nine weeks is analyzed in relation 
to the traffic characteristics.

The remainder of this paper is organized as follows: In Sect. 2, the literature of 
related works is reviewed. Sect.  3 provides the problem formulation of the multi-
path routing problem in SDN as minimum cost multi-commodity network flow 
optimization problem with side constraints. The proposed MLMR framework archi-
tectural design is presented in Sect. 4. The implementation details of the proposed 
framework and performance evaluation results are presented and analyzed in Sect. 5. 
Finally, conclusions are drawn in Sect. 6.

2  Literature Review

The application of ML techniques in network traffic routing dates back to late 1980s. 
The use of neural network computational algorithm to determine the optimal traffic 
routes was first introduced by Rauch et al. in [18]. An extension of the neural net-
work traveling salesman algorithm was implemented to minimize the network delay. 
A year later, Ouyang et al. [19] developed a shortest path algorithm based on the 
classical Hopfield type of neural networks, which is a parallel distributed process-
ing system. The algorithm determines the optimal path from the source to a single 
destination, while considering link capacities. Ali et al. [20] proposed an improved 
version of the Hopfield neural network-based algorithm to support routing in packet 
switched networks. The same algorithm was also extended by Park et  al. [21] to 
determine the optimal shortest path from a source to multiple destinations in large 
scale networks. In [22], Xia et al. presented a discrete time recurrent neural network 
for solving the shortest path problem. The lack of computational resources, appro-
priate learning algorithms, and training data in the ’80s challenged the efficiency 
and scalability of conventional neural networks in traffic routing [23].
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The shortcomings of conventional neural networks have discouraged researchers 
from further employment of conventional neural networks in networking; however, 
the recent development of deep learning algorithms, availability of faster hardware, 
accessibility to a computationally powerful open-source cloud services, have ena-
bled a resurgence of interest in applying ML techniques for networks management 
and traffic control. A summary of the basic workflow of applying ML techniques in 
networking was presented in [24]. Fadlullah et al. [25] provided an overview of deep 
learning applications for various network traffic control aspects. Similarly, Boutaba 
et al. [26] presented a comprehensive survey on evolution, applications and research 
opportunities of ML for networking. The literature works on unsupervised learning 
techniques for networking, which is mainly used for classification and prediction to 
support and enhance the network traffic control were surveyed in [27]. Choudhury 
et  al. [28] describe two applications of ML in not only Internet protocol but also 
optical networks. In the first application, ML is applied for short-term and long-term 
prediction of traffic flows. However, in the second application, ML is applied for 
predicting optical path performance in multi-vendor network. ML is also applied in 
[29] and [30] for traffic prediction in elastic optical networks and mobile metro-core 
network, respectively. Mao et  al. [31] discussed new opportunities in processing 
traffic packets with deep learning. In particular they envisioned a supervised deep 
learning system to construct routing tables of programmable routers. Similarly, a 
supervised deep learning neural network to improve traffic routing was proposed for 
programmable routers in [23]. Performance evaluations demonstrated a promising 
improvements in comparison to the open shortest path first (OSPF) protocol in terms 
of signaling overhead, network delay and throughput. A supervised learning-based 
routing framework for sensor networks was proposed in [32]. The framework gath-
ers data, extracts features for offline learning, and performs online classification for 
routing decisions. Martin et  al. [33] investigated the feasibility of applying super-
vised learning to solve the well-known routing and wavelength assignment (RWA) 
problem in optical networks. Tang et  al. [34] proposed an unsupervised learning-
based routing method that employs a deep convolutional neural network (CNN) for 
wireless mesh networks. The CNN is trained based on real-time data collected from 
the network, and hence does not require existing data set. The method exhibits intel-
ligent learning for small-scale wireless networks with fixed CNN architecture; how-
ever, the convergence rate and scalability of the method remain open challenge for 
dynamic CNN.

Supervised learning-based schemes learn the mapping between network con-
figurations and routing solutions computed by heuristics or FPTASs. Therefore, 
the optimality of the routing solution computed by supervised learning-based 
approaches is limited to the optimality of routing solutions used for training the 
DNN. Several recent efforts have been focusing on leveraging reinforcement 
learning to exploit a network performance beyond the level achieved by heuristics 
or FPTASs. Yu et al. [35] apply the Deep Deterministic Policy Gradients (DDPG) 
mechanism to optimize routing in SDN. DDPG is an actor-critic algorithm that 
utilizes the benefits of both Q-learning and policy gradients. In [36], Fang et al. 
apply a combination of reinforcement learning and neural networks towards 
routing via replacing Q-tables by neural networks to avoid manual extraction of 
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network features. In [37], Rischke et al. develop a tabular reinforcement learning-
based scheme that represents the routing paths of flows in its state-action space. 
The scheme implements multipath routing; however, the state-action space grows 
exponentially with the number of forwarding nodes in the network. The reinforce-
ment learning-based method have demonstrated performance superiority over 
traditional methods; however, they are computationally expensive and slow to 
converge. Furthermore, none of the above mentioned schemes consider multipath 
routing while guaranteeing QoS and forwarding rules space constraints.

3  Problem Formulation

The centralized control of the SDN architecture and availability of global view 
the network status at the CC facilitate development of centralized routing mecha-
nisms. Furthermore, the programmability of network devices that is enabled by 
the SDN architecture allows the CC to install the routing solutions as rules, i.e., 
instructions, in the forwarding tables of the network forwarding elements. There-
fore, the centralized routing problem can be formulated as a combinatorial multi-
commodity network flow (MCNF) with side constraints [16].

We consider a software-defined network of N SDN forwarding elements 
and L directed links connecting them. The forwarding elements form the set 
N = {1,… , n,… ,N} and links form the set L = {1,… , l,… , L} . Each link 
has a traffic rate capacity denoted by gl . A set of F traffic flows denoted by 
F = {1,… , f ,… ,F} are to be routed in the network. Each flow f ∈ F  has a single 
source s(f ) ∈ N  , destination node e(f ) ∈ N  , and traffic demand df  , s(f ) ≠ e(f ) . 
The set of flows from all sources to all destinations is represented by traffic matrix 
� of size N × N , where rows are N sources and columns are N destinations. For 
instance, element [�]i,j = df  denotes the traffic demand of flow f from node i to 
node j. A flow can be routed on a single path or multiple paths out of the set of 
possible paths Pf = {p ∶ chain of links connecting s(f ) to e(f )} , where p denotes 
a specific path. The cost of transmitting one unit of flow f on link l is cfl . Let �pl be 
a binary variable that takes a value 1 if p ∈ Pf  traverse link l ∈ L and zero other-
wise, i.e.,

Therefore, the cost of routing traffic through path p ∈ Pf  is given by

Let �p be the fraction of flow f’s traffic demand df  routed on path p, ∀p ∈ Pf  , satis-
fying the conditions 0 ≤ �p ≤ 1 and 

∑
p∈Pf

�p = 1, ∀f ∈ F  . Then, we can write the 
following traffic constraint,

(1)�pl =

{
1, if p ∈ Pf traverses link l

0, otherwise
, ∀l ∈ L,∀p ∈ Pf ,∀f ∈ F.

(2)�p =
∑
l∈L

�plcfl.
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where �pdf  is the amount of traffic routed on path p, ∀p ∈ Pf  . Furthermore, define a 
binary variable �p that takes a value of 1 if path p is used to route flow f, ∀p ∈ Pf  and 
f ∈ F  . This can be written as,

The traffic flows in current software-defined networks impose tight bounds on 
performance indicators in order to maintain stringent QoS requirements of emerg-
ing network services. We introduce a weight coefficient �fl to capture the number of 
flow rules installed in order to routing flow f on link l, and the maximum number of 
flow rules that can be used to route flow f on path p is given by uf  . Then, the follow-
ing constraint has to be met,

Notice that �fl is independent of the amount of traffic demand df  routed on a link 
l; whereas cfl depends on the amount of traffic routed on a link l. The routing cost cfl 
represents a rate-dependent routing performance metric like jitter, delay, load bal-
ance, congestion probability, packet, and reliability. However, the weight coefficient 
�fl models a rate-independent performance metric. In OpenFlow, which is one of the 
most commonly used SDN standards, forwarding rules are stored in ternary content-
addressable memory (TCAM) at SDN switches [12, 38]. Therefore, the performance 
improvement gained by multipath routing must be well balanced with TCAM size in 
order to maintain scalability of the SDN network.

Given these definitions, the considered constrained routing problem (CRP) in 
SDN can be formulated as a MCNF problem with side constraints. The CRP is for-
mulated as follows.

(3)
∑
p∈Pf

�pdf = df , ∀f ∈ F,

(4)𝜉p =

{
1, if 𝜃p > 0

0, otherwise
, ∀p ∈ Pf ,∀f ∈ F.

(5)
∑
l∈L

�pl�fl�p ≤ uf , ∀p ∈ Pf ,∀f ∈ F.

(6)CRP: min�p,�pl,�p

∑
f∈F

∑
p∈Pf

�pdf �p

(7)s.t.
∑
f∈F

∑
p∈Pf

�pl�pdf ≤ gl, ∀l ∈ L

(8)
∑
p∈Pf

�pdf = df , ∀f ∈ F

(9)
∑
l∈L

�pl�fl�p ≤ uf , ∀p ∈ Pf ,∀f ∈ F
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Constraint (7) guarantees that the total traffic rate routed on a link does not exceed 
link capacity. Constraint (8) ensures routing the whole traffic demand of all flows. 
Constraint (9) restricts the number of flow rules installed to route flow f on path p to 
bounded by uf  . Therefore, constraint (10) allows multi-path routing on only eligible 
paths. The problem formulation is flexible and allows variation in requirements from 
one flow to another; hence, different types of services with diverse QoS require-
ments can be supported.

It was shown in [16] that the CRP is NP-hard. We pose the MCNF with side con-
straints and capacitated links as a multi-output regression problem. We take advan-
tage of the availability of large volume of the network states, i.e., traffic matrices, 
at the CC to construct a labeled training dataset. The corresponding solutions are 
computed off-line by a heuristic algorithm. The dataset is utilized by a supervised 
learning technique to train a feed-forward deep neural network (DNN). The trained 
model generates heuristic-like routing solutions in real-time.

4  Machine Learning‑based Multipath Routing Framework

In this paper, we give a detailed description of the proposed MLMR framework. 
The main objective of the MLMR framework is to realize heuristic-like and real-
time multipath routing in software-defined networks with capacitated links and 
side performance constraints. Although the MLMR framework replaces traditional 
algorithms that solve the MCNF problem with side constraints, it depends on such 
algorithms to build a labeled dataset for training the DNN. Therefore, the optimal-
ity of the solution predicted by the MLMR framework is comparable to the solution 
computed by the heuristic method. However, the MLMR framework is significantly 
more computationally efficient than traditional algorithms.

The MLMR framework can be implemented at the application layer of the SDN 
architecture. The northbound and southbound APIs are assumed to be in place to 
facilitate exchange of information between the proposed framework, CC, and for-
warding elements. The forwarding elements at the infrastructure layer report traf-
fic matrices to the controller, which depends on the proposed MLMR framework to 
compute the multipath routing solution. Then, the controller implements this rout-
ing solution in the forwarding tables of the forwarding elements. This process is 
repeated either when a packet of unrouted flow arrive at any of the forwarding ele-
ments, or a significant change in the network status is detected. Figure 1 depicts the 

(10)�p ≤ �p, ∀p ∈ Pf ,∀f ∈ F

(11)0 ≤ �p ≤ 1, ∀p ∈ Pf ,∀f ∈ F

(12)�p ∈ {0, 1}, ∀p ∈ Pf ,∀f ∈ F

(13)cfl ≥ 0, �fl ≥ 0, ∀f ∈ F,∀l ∈ L.
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architecture of the proposed MLMR framework, which consists of the following five 
modules:

• data acquisition and results reporting module;
• data analytics and training management module;
• data warehouse module;
• heuristic-based routing module;
• ML-based routing module.

The design of each of these modules is described below.

4.1  Data Acquisition and Results Reporting Module

The data acquisition and results reporting module collects the network states and 
traffic demands from all network forwarding elements through the southbound 
APIs. This module constructs an estimate of the network traffic matrix � , links 
status (i.e. active or inactive), link capacity gl ∀l ∈ L , link weight coefficient �fl , 

Fig. 1  Modular representation of the architecture of the proposed MLMR framework
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∀f ∈ F,∀l ∈ L , and link cost cfl , ∀f ∈ F,∀l ∈ L . The statistics and counters avail-
able at the forwarding elements are major sources of these metrics. Some of them 
vary at a faster rate than other ones; therefore, the accuracy and validity of the 
estimates is limited to a short period of time. Hence, it is crucial to maintain time-
stamped estimates of these metrics. These metrics are saved in data structures in 
the data warehouse module and forwarded to the heuristic-based routing module. 
The design of a network measurement schemes, which constructs a global view of 
the network status is beyond the scope of this work; however, several recent works 
have addressed this issue [39, 40]. Furthermore, this module reports routing solu-
tions received from either the ML-based routing module or the heuristic-based rout-
ing module to the CC. During training of the DNN or during dataset generation, the 
updated ML-based routing solution would not be available; therefore, the framework 
returns the existing ML-based routing solution. Once the DNN is trained, the data 
acquisition and results reporting modules starts reporting the new ML-based solu-
tion to the CC.

4.2  Heuristic‑Based Routing Module

Given a global view of the network and estimates of the traffic matrices, a heuristic 
algorithm can be employed to solve the MCNF problem with side constraints. In 
this work, we implement the column-generation-based algorithm presented in [16] 
to solve the problem. The algorithm computes a set of paths Pf  ∀f ∈ F  and frac-
tions �p ∀p ∈ Pf  of traffic demands df  routed through these paths. In order to make 
the current paper self-contained, we include brief description of the heuristic algo-
rithm in Appendix 1. The results are reported to the data warehouse and saved in 
the same data structure corresponding to the input data based on which the routing 
solution was computed. Moreover, these results are returned to the data acquisition 
and results reporting module, which forwards it to the CC. By the time these results 
are generated, the network status might have been changed which deteriorates the 
quality of such solutions. However, these results are applied temporarily only during 
initialization and training of the DNN.

4.3  Data Warehouse Module

This module maintains time stamped sequence of data structures holding the net-
work status metrics, which are the traffic matrices, the set of routing paths of each 
flow, and the distribution of traffic on these paths. The data structures are periodi-
cally generated based on metrics reported from the infrastructure layer. The ware-
house covers almost all possible network states under different network loads and 
conditions. The dataset is used to train the DNN in the ML-based routing module.

The dataset is implemented in a non-relational structured query language 
(NoSQL) database. Particularly, the collected traffic metrics are added to a JSON 
document that can be accessed by other modules in the framework. A model-driven 
service adaptation layer (MD-SAL) can be used in real implementations to provide 
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messaging and data storage functionality to various applications running on the CC 
[41].

4.4  Data Analytics and Training Management Module

Different data analytics techniques can be used in this module for traffic classifica-
tion and clustering [42]. Two tasks are performed at this module in order to improve 
the quality and accuracy of computed routing solutions. First, the identification of 
the appropriate training dataset from the data warehouse to train the DNN of the 
routing module. Because the proposed framework stores traffic metrics in NoSQL 
database, it facilitates implementation of Big Data analytics to identify the training 
dataset for training the DNN [43]. The design of such Big Data analytics is beyond 
the scope of this work. It has been well studied in [43] and reference therein. Second, 
triggering the training process of the DNN when a significant change in the network 
status or traffic demands is detected. The module analyzes, online, the information 
being added to the data warehouse to detect dissimilarity in traffic matrices by utiliz-
ing statistical techniques like the principle component analysis (PCA), and the Hurst 
exponent estimation methods [44, 45]. The significance of change in network status 
is defined by the decrease of a moving average of Hurst exponents for a window of 
traffic measurements, below a predefined threshold of [46, 47]. In addition, the train-
ing process of the DNN can be triggered if a link failure is reported.

4.5  ML‑Based Routing Module

The dataset stored in the data warehouse module holds a sequence of time stamped 
traffic matrices � . We introduce a superscript t to denote the time index at which this 
traffic matrix is received. The size of the traffic matrix is N × N . It can be reshaped 
into a vector of the size 1 × N2 by stacking the transposes of the rows as follows,

where [⋅]� denotes a vector transpose.
The dataset also holds the routing solution computed by the hurestic-based rout-

ing module corresponding a specific traffic matrix. A routing solution comprises 
routing paths of each flow Pf  , and distribution of the traffic demand among these 
paths �p , ∀p ∈ Pf  ∀f ∈ F  . The maximum number of paths considered in routing 
each flow is denoted by K, i.e., the cardinality of a set of paths |Pf | ≤ K , ∀f ∈ F  . 
Recall from Sect.  3 that unused paths are assigned a fraction �p = 0 . Therefore, 
the sets of paths for all flows can be combined following the same order of flows 
1,… f ,…F and indexed by path ID 1,… ,F × K [5]. Then, a vector of size F × K 
holding the traffic distribution fractions can be defined as follows,

(14)�t =

⎡
⎢⎢⎢⎢⎣

[�]�
1, 1…N

[�]�
2, 1…N

⋮

[�]�
N, 1…N

⎤
⎥⎥⎥⎥⎦
,
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Notice that the solution of the CRP consists of the flows distribution variables �p 
on paths p ∈ Pf ,∀f ∈ F  . Because 𝜃p < 𝜉p , the flows are routed on only paths that 
satisfy the flow rules constraint. Therefore, listing the flows distribution factors on 
considered paths for each flow in the vector �t gives a full representation of the CRP 
solution.

The ML-based routing module constructs a sequence of tuples of the vectors 
representing the traffic matrix �t and vectors representing the routing solution �t , 
denoted by {(�t, �t)}∀t∈T  . Here T  refers to the set of tuples in the data warehouse 
identified by data analytics and training management module to train the ML-based 
routing module. In supervised learning, the feed-forward DNN learns a function M 
that best maps input �t to output �t in such a way M ∶ �t → �t based on a labeled 
training dataset {(�t, �t)}∀t∈T  [48]. Once the mapping function M is learned, the 
ML-based routing module computes in real-time estimates of the routing solution 
denoted by �̂t for a new traffic matrix �t, t ∉ T .

The proposed ML-based routing module operates based on a feed-forward DNN 
shown in Fig. 2. The fractional values of the multi-path routing output �̂t make the deep 
learning structure a multi-output regression model. The DNN consists of fully con-
nected layers out of which two are hidden, one is input layer representing �t , and one 
is output layer representing �t . A dropout out technique is applied in both hidden lay-
ers to enhance the model robustness against overfitting [49]. Furthermore, the adaptive 
moment estimation (Adam) optimization algorithm is adopted to train the deep learn-
ing network and minimize the prediction mean square error (MSE) [50]. We arrived at 
this DNN design after several trial and error experiments; details of these experiments 

(15)�t =

⎡⎢⎢⎢⎣

�p ∀p ∈ P1

�p ∀p ∈ P2

⋮

�p ∀p ∈ PF

⎤⎥⎥⎥⎦
.

Fig. 2  Proposed feed-forward DNN. The number of input layers, hidden layers, and output layers 
depends on the number of forwarding elements in the network and number of paths considered for each 
flow
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are presented in the following section. Various design versions were considered until 
the best performance is achieved in both training and testing evaluations.

Based on the above detailed description of the framework modules, we give an over-
view of the data flow and interaction among the different modules illustrated in Fig. 1. 
It is assumed that the SDN forwarding elements periodically report the network sta-
tus and traffic matrices to the CC. During framework initialization, the data acquisition 
and results reporting module collects the network status and traffic matrices from the 
CC and forwards it to both the heuristic-based routing module and the data warehouse 
module. The heuristic-based module computes a heuristic-based routing solution and 
returns it to both data-acquisition-and-results-reporting module and the dataset ware-
house. The solution is reported to the CC, which implements it as forwarding rules in 
forwarding elements. The flows are routed based on the heuristic-based solutions until 
sufficient number of networks traffic matrices and corresponding routing solutions are 
stored in the data warehouse. The records stored in the data warehouse are instantane-
ously analyzed by the data analytics and training management module, which decides 
when to trigger training of the DNN and which set, T  , of records is used for training. 
Once the DNN is trained, the ML-based routing module starts generating routing solu-
tions and reports them to the data-acquisition-and-results-reporting module, which for-
wards them to CC. At this stage, the routing solutions received from the heuristic-based 
routing module are only used to update the data warehouse, and only ones received 
from the ML-based routing module are forwarded to the CC in real-time.

5  Implementation and Network Performance Evaluations

This section presents the implementation details of the proposed MLMR framework 
and evaluates its performance on real traffic matrices. Several design parameters, and 
settings of the training and testing environment have significant impact on the perfor-
mance of ML-based designs. Particularly, the performance of the proposed MLMR 
framework highly depends on the performance of its constituting modules, and charac-
teristics of the network in which it trains and operates. Therefore, before we present the 
network performance results of the MLMR framework, we describe the dataset resem-
bling the the network settings considered in our performance evaluations, and precision 
analysis of the DNN implemented in the ML-based routing module.

The performance evaluations are conducted on a personal computer with a single-
core i7-2.4 Ghz CPU and 8 GB RAM. The DNN of the ML-based routing module is 
implemented in Keras [51], which runs on top of TensorFlow platform for machine 
learning [52].

5.1  Dataset Generation

Despite the significant interest from both academia and industry in applying ML 
techniques towards optimization of networks performance, a standardized high-
quality and widely accepted dataset remains unavailable for networking scenarios 
[24]. Therefore, we rely on a publicly available real traffic matrices to generate our 
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training and testing dataset [53]. The traffic matrices are available through the Tool-
box for Traffic Engineering Methods (TOTEM) project web-page [54, 55]. The real-
istic traffic matrices are sufficiently large and captured at the well known Internet2 
research backbone network, Abeline, shown in Fig. 3 [56]. The network consists of 

Fig. 3  Abeline topology

Fig. 4  Sum of network traffic on all links (100 Bytes Packets) versus indices of 5 min time samples cap-
tured over nine weeks. The samples used for training are marked blue whereas samples used for testing 
are marked red
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12 nodes and 15 bidirectional links. All links are 10 Gbps; however, the Atlanta 
(ATLAng) to Indianpolis (IPLSng) is 2.5 Gbps. The traffic matrices contain samples 
of the network traffic captured at 1/(5 min) sampling rate for a period of 9 weeks. 
There are 2017 samples per week. Each sample contains the sources and the des-
tinations of all active flows and their traffic demands. The sum of network traffic, 
i.e., 

∑N

i=1

∑N

j=1
[�]i,j , over the considered 9 weeks is shown in Fig.  4. We use the 

widely accepted ratio of splitting the dataset into training and testing, that is 80% for 
training (blue) and 20% for testing (red) [57]. The network load evolves in different 
patterns over the nine weeks; therefore, facilitates evaluation of the proposed frame-
work under various network conditions.

Given the network topology, the set of possible paths connecting each source 
to each destination node is computed offline using Yen’s K-shortest path algo-
rithm, where K is set to three paths [58]. Assuming a maximum number of flows 
F = N(N − 1) from every source to all other destinations; then, the maximum num-
ber of paths is computed to be KN(N − 1) . The paths are given IDs that is fixed for 
the entire network operation. A sample of the computed paths for the considered 
Abilene topology is tabulated in Table 1.

The traffic matrices are reshaped to match the input vector �t of the ML-based 
routing module presented in Sect. 4. Recall that the superscript (⋅)t refers to the time 
index of the data sample. The size of the traffic matrix N × N is reshaped to a vec-
tor of size N(N − 1) to construct the input vector �t . Notice that diagonal elements 
of the traffic matrix are eliminated since self-looping is not possible. Therefore, for 
the Abilene network which consists of 12 nodes, the size of the ML-based routing 
module input vector is 12 × 11 = 132 . The multipath routing solutions of each of 
these traffic matrices is computed using the column-generation algorithm presented 

Table 1  A sample of the routing paths the for Abilene network

Path ID Source Destination Nodes on path

0 ATLA-M5 ATLAng ATLA-M5-ATLAng
1 ATLA-M5 CHINng ATLA-M5-ATLAng-IPLSng-CHINng
2 ATLA-M5 CHINng ATLA-M5-ATLAng-WASHng-NYCMng-CHINng
3 ATLA-M5 CHINng ATLA-M5-ATLAng-HSTNng-KSCYng-IPLSng-CHINng
4 ATLA-M5 DNVRng ATLA-M5-ATLAng-HSTNng-KSCYng-DNVRng
⋮ ⋮ ⋮ ⋮

Table 2  A sample routing 
solution for one of the traffic 
matrices

Traffic demand nodes Routing solution

Source Destination �t Path ID �t

ATLA-M5 ATLAng 125 0 1
ATLA-M5 CHINng 160 1 0.11

2 0.89
⋮ ⋮ ⋮ ⋮ ⋮
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[16]. The solution consists of the fractions �p of each flow f ∈ F  that are distributed 
on the available paths ∀p ∈ Pf  , which are labeled with path IDs. The fractions are 
assigned to paths to construct the output vector �t . A sample of the input vector, out-
put vector and data used to compute them is shown in Table 2. There are 2017 traffic 
samples per week; therefore, we have 18,153 tuples of �t and �t , ∀t = 1,… , 18, 153 . 
These tuples {(�t, �t)} constitute our dataset. In the following sections, this dataset 
is utilized in evaluating the precision performance of the DNN and network perfor-
mance of the proposed MLMR framework.

5.2  DNN Precision Analysis

The empirical approach has widely be adopted in designing the DNN architecture, 
which constitutes major part of ML-based routing frameworks [6, 31, 48]. We adopt 
the empirical approach towards the design of the DNN architecture. The architec-
tural design includes setting the following parameters: number of nodes, number of 
layers, optimization algorithm, activation function, and dropout layers. Recall from 
Sect.  4 that we are interested in training the DNN to learn the mapping function 
between the inputs �t and outputs �t in the training set, i.e., ∀t ∈ T  , in order to esti-
mate �̂t for a new �t where t ∉ T  . The prediction error, i.e., the difference between �t 
and �̂t , of the proposed design is analyzed in terms of MSE; whereas, the computa-
tional efficiency is evaluated by run time.

We have manually inspected the performance of various combinations of the 
design parameters when applied on the 9 weeks dataset. The 2017 tuples, i.e., 
{(�t, �t)} , of each week are divided into 1613 training samples (80% of the number 
of tuples per week) and 404 testing samples (20% of the number of tuples per week). 
The performance results varies sightly from one week to another; therefore, we sum-
marize the results in box and whisker plots.

The DNN architecture consists of one input layer, one output layer and multi-
ple hidden layers, and a number of hidden layers. The input layer is comprised of 
N(N − 1) = 132 nodes and the output layer is comprised of 394 nodes. Notice that 
KN(N − 1) = 396 ; however, the largest number of paths between a pair of adjacent 
nodes (ATLA-M5 & ATLAng) is limited to one. This reduces the number of nodes 
in the output layer to 394. Figure 5 depicts the MSE performance of different hid-
den layers for both training and testing samples. While the number of hidden layers 
is varied, the number of nodes in the first layer is 264 nodes, the number of nodes 
in second hidden layer is 300 nodes, which demonstrates the best performance as 
will be shown later. In this particular evaluation, the activation functions for the 
input and hidden layers are designed to be the rectified linear unit (ReLU) function; 
however, for the output layer, the activation function is chosen to be the Sigmoid 
function. We limit the number of epochs to 100 and compare the training time of 
the three DNN configurations as shown in Fig. 6. Notice that increasing epoch size 
may result in improving the prediction performance, but increases the training time 
significantly. We chose configuration with 2 hidden layer, which demonstrates the 
least MSE values and shortest training time. The median of the training time for the 
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DNN with 2, 3, and 4 hidden layers is 5.9333 min, 11.8780 min and 12.3667 min, 
respectively.

The number of nodes of the hidden layers is designed based on the MSE results 
we obtained by trying different combinations of number of nodes [59]. All combina-
tions fall between the number of nodes in the input layer and the output layer, which 
are 132 and 394, respectively. In fact, one of the numbers is 264, which is twice the 
number of nodes in the input layer. Figure 7 shows the MSE of the DNN testing for 
combinations of number of nodes in hidden layers. It is clear that the combination 
264 in the first hidden layer and 300 in the second hidden layer demonstrates the 
best performance.

We evaluate the prediction accuracy of the four layers DNN when three differ-
ent optimization algorithms are used to update the DNN parameters, i.e., neurons 
weights and bias, in order to minimize the MSE loss function during the train-
ing process. The three algorithms are variants of the gradient descent optimiza-
tion algorithm. Theses optimization algorithms are adaptive moment estimation 

Fig. 5  MSE of DNN training (top) and testing (bottom) versus number of hidden layers

Fig. 6  Training time versus number of hidden layers
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(Adam) [50], root mean square prop (RmSprop) [60] and the stochastic gradient 
descent (SGD) [59]. Figure  8 depicts the MSE of the DNN prediction for the 
three algorithms. It is clear that Adam outperform both RmSprop and SGD in 

Fig. 7  MSE of DNN testing for combinations of number of nodes in the first and second hidden layer

Fig. 8  MSE of DNN training and testing for three optimization algorithms
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both training and testing. Thus, the DNN is configured to implement the Adam 
algorithm for all remaining evaluations.

In DNNs, the activation function defines the output of a node based on an input 
or multiple inputs from lower layers. The choice of activation function is prob-
lem dependent. Figure 9 shows the prediction accuracy of the DNN when the Sig-
moid activation function is used in comparison to using a liner activation function. 
Although, both functions result in comparable prediction accuracy, the Sigmoid 
function demonstrates better training performance.

The online generated small set of real traffic matrices used for training the DNN 
might be subject to statistical noise. In such scenarios, the DNN learns the charac-
teristics of the noise as part of mapping model and performs poorly when evaluated 
on new data. This problem is referred to as the “over fitting problem”. The dropout 
technique is one of the commonly used regularization techniques for alleviating the 
over fitting problem. It drops out some randomly selected nodes to make layers look 
differently in each training epoch; hence, nodes parameters are updated differently. 
Figure 10 compares the prediction accuracy of the DNN when the dropout technique 
is used for both hidden layers and when it is not used. A clear drop in MSE of test-
ing prediction accuracy can be observed; hence, the dropout technique is adopted for 
both hidden layers in the proposed architecture.

5.3  Network Performance

The precision analysis presented in the previous sections verifies the accuracy of the 
predicted multipath routing solutions computed by the ML-based routing module. 
However, it crucial to compare and contrast the performance of the proposed frame-
work on the nine weeks datasets in order to gain deeper insights into the impact of 
various network traffic characteristics on the performance of the MLMR framework. 

Fig. 9  A comparison of the performance of the DNN when one of two activation functions is used, Sig-
moid or linear activation function
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In this section, we identify major features of network traffic characteristics that drive 
the accuracy of the MLMR framework. Moreover, we evaluate the performance of 
the proposed MLMR framework in comparison to the performance of a heuristic 
column-generation-based algorithm (CGbA) presented in [16]. The cost of transmit-
ting one unit of flow f on link l is set to cfl = 1 . The routing algorithms install a 
single forwarding rule per flow at each forwarding element on each of the routing 
paths; therefore, the �fl = 1 . Given the size of the network, it is reasonable to set 
uf = 5 in our performance analysis.

The sum of the network traffic presented in Fig. 4 shows the general evolution 
behavior of the network traffic load. However, we are interested in a more detailed 
view of the network traffic behavior in order to analyze its impact on the precision 
of the DNN and the network performance of the MLMR framework. The traffic load 
on the 15 bidirectional links, i.e., 30 directional links, gives a more detailed view of 
the traffic distribution between the nodes. We apply the principle component analy-
sis (PCA) in order to reduce the dimensionality of the matrix holding the links traf-
fic for one week from a 2017 by 30 to a 2017 by 2 matrix [44]. This allows us to pre-
sent the testing and training datasets in two dimensional plots. The first and second 
principle components with largest eigenvalues capture most features of the network 
traffic. The first two components of the data account for large percentage of the vari-
ance of each of the weeks dataset. It is important to mention that these components 
are used for data visualization and results presentation only. However, the training 
and testing is done on the full dimensional dataset.

The MSE of the objective function of the CRP computed based on predicted �̂t 
versus the objective function computed based on true �t is given in Fig. 11. Due to 
randomness introduced by the dropout technique and dataset shuffling, the MLMR 
framework might perform differently in different runs. In order to get an accurate 

Fig. 10  The advantage of using dropout technique in hidden layers. The top subplot shows MSE of train-
ing and bottom shows MSE of testing
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representation of the framework performance, we deploy the framework ten times 
and summarize the results in box-plots presented in Fig. 11. The change in perfor-
mance over the nine weeks can be explained by the change in characteristics of the 
network traffic over these weeks. Figure 12 depicts a scatter plot of PCA compo-
nent-1 versus PCA component-2 of the network traffic on thirty directional links. 
A near circular scatter plot implies that the PCA components are uncorrelated; 
whereas, highly elliptical scatter plot implies high correlation [61]. As secondary 
measure of correlation, a counter clockwise tilt in the scatter plot indicates posi-
tive correlation and clockwise tilt indicates negative correlation. Also, both hori-
zontal and vertical scatter plots indicate uncorrelation. It is important to mention 
here that simple measures of correlation, e.g., Pearson correlation coefficient, can 
not be applied to evaluate the correlation of the network traffic because the statis-
tical distribution of the traffic is not known to be Gaussian. The 95% confidence 
ellipse is denoted by the green contour in Fig. 12, which covers 95% of the scatter 
plot points. It is graphically clear that the datasets for week 3, week 5 and week 9 
are highly correlated; whereas, the contrary is true for week 1, week 4 and week 6. 
A moderate correlation can be observed for week 2, week 7 and week 8. In Fig. 11 
(top), the MLMR framework shows a training MSE proportional to the correlation 
of the training dataset. For instance, the best training performance (relatively small 
MSE) is shown for dataset of week 6 that displays a circular scatter of the PCA 
points. Moreover, the training points (blue) show a uniform spatial spread within the 
contour, which implies balanced training of the DNN, thereby better performance. 
The worst performance is shown for week 9 dataset with highly elliptical scatter plot 
and positive 45◦ tilt. Notice that the extent of elliptical spread and tilt increase in an 

Fig. 11  The training (top), and prediction (bottom) MSE performance of the proposed MLMR frame-
work versus CGbA over the nine weeks datasets. The box-plots summarize results obtained from ten 
runs. Results are sorted in ascending order of their median MSE values
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ascending order for week 5, week 3, and week 9, which is the same order for third-
largest, second-largest and largest MSE as shown in Fig. 11 (top).

The prediction performance of the MLMR framework over the nine weeks is 
comparable to its training performance. However, its performance over week 1 and 
week 3 change rank position to be first and fourth in prediction rather than second 
and eighth in training, respectively. This is due to two features that week 1 and week 
3 exhibit in Fig. 12. First, the live-input points (red) are uniformly spread over the 
training points (blue). Second, the direction of maximum variation of execution 
points and training points align well. Both features indicate similarity between the 
live-input and training dataset. It is interesting to see that the proposed framework 
performs well despite noise in live-input, i.e., the red points scattered out of the 95% 
confidence ellipse. This performance indicates that the DNN of the ML-based rout-
ing module captures a well balanced mapping between the input and output. In other 
words, the DNN learns the training dataset well but can still provide accurate pre-
dictions for live-inputs that uncorrelated with training dataset. This is particularly 

Fig. 12  Scatter plot of PCA component-1 versus PCA component-2 of the nine weeks datasets. The blue 
dots denote the learning dataset whereas the red dots denote the live-input. The green contour represents 
the 95% confidence ellipse
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demonstrated in the performance of the MLMR framework over week 2 dataset 
despite the presence of a cluster of live-points out of the 95% confidence ellipse 
of the training points. In week 2 dataset, large number of samples are not covered 
by the training dataset. This can also be observed in the sum of networks traffic 
for week 2 shown in Fig. 4. It is important to mention that these prediction scatter 
points direction of maximum variation aligns well with that of the training points, 
which indicates that the live-inputs enjoy the same characteristics of the training 
ones but at has a smaller magnitude.

The computation time of the CGbA and prediction time of the MLMR framework 
are illustrated in Table 3, along with the time improvement achieved by the MLMR 
framework. In addition, the training time of the MLMR framework is tabulated in 
Table 3. It is worth mentioning that the computational performance of both solutions 
can significantly be improved with the use of Graphical Processing Unit (GPU). As 
shown in the table, the proposed MLMR framework prediction time significantly 
improves the computation time of the CGbA by more than 98.99% for all evalua-
tions. It can be observed that the prediction time of the MLMR framework is less 
than 430 milliseconds; therefore, it enables real-time routing in real networks. The 
learning time of the MLMR framework is less than 6.28 min and is triggered only 
once a week. The MLMR framework continues to apply the DNN trained model 
to predict routing solution in real-time, while a new DNN model is being trained. 
Hence, the long training time does not impact the real-time responsiveness of the 
of the MLMR framework. Furthermore, results confirm that the heuristic algorithm 
require more than 3.9 seconds to compute a routing solution, which is practically 
unacceptable.

6  Conclusions

In this paper, the application of machine learning techniques towards the multipath 
routing problem in software-defined network has been analyzed. The link cap-
citated and flow rules space constrained multipath routing problem is modeled as 
multicommodity network flow optimization problem. A column generations-based 

Table 3  Time performance of the MLMR Framework and CGbA over the nine weeks (wk.s) of training 
data and live-inputs

Metric wk. 1 wk. 2 wk. 3 wk. 4 wk. 5 wk. 6 wk. 7 wk. 8 wk. 9

CGbA computation
Time (s)

5.38 5.39 3.89 4.59 3.90 5.68 5.79 5.43 5.60

MLMR prediction
Time (s)

0.043 0.039 0.039 0.039 0.039 0.039 0.039 0.043 0.039

MLMR training
Time (min)

5.56 6.13 5.90 6.28 6.26 5.93 5.80 6.18 5.81

`MLMR vs. CGbA
Improvement (%)

99.20 99.27 98.99 99.14 98.99 99.31 99.32 99.20 99.30



 Journal of Network and Systems Management (2021) 29:18

1 3

18 Page 24 of 30

heuristic algorithm is used to construct a dataset of network configurations and their 
routing solutions. A MLMR framework is developed to learn the mapping function 
between network configurations and their routing solutions in order predict a heuris-
tic-like routing solution on the fly. Our precision analysis of the DNN constituting 
one of the salient modules of the framework shows that correlation among the learn-
ing dataset traffic characteristics is a key driver of the MLMR framework prediction 
accuracy. Application of the MLMR framework on real traffic data captured at real 
network show that the proposed MLMR framework demonstrates very high predic-
tion accuracy of the heuristic routing solution represented by a prediction MSE less 
than 0.037; however, in less than 1% of the heuristic algorithm computation time.

Acknowledgements This work was supported and funded by Kuwait University Research Grant No. 
EO-07/18.

Appendix 1: Column Generation‑Based Approach

We give a brief description of the column generation-based approach presented in 
[16] to solve the MCNF with side constraints. The CRP is expressed in arc-flows 
rather than path-flows. Then, a subset of paths that satisfy the side constraints, 
i.e., feasible paths, is considered for each flow. Denote the set of feasible paths 
P̄f = {p�p ∈ Pf ,

∑
l∈L 𝛿pl𝜔fl ≤ uf }, ∀f ∈ F  . Incorporating the side constraints into 

the set of feasible paths, allows formulating the problem as a linear program which 
is given by [16],

Here, �f  is an artificial variable associated with demand f constraint. Moreover, each 
variable has a cost coefficient � . The theoretical difficulty of CRP is now hidden in 
P̄f  , i.e., the generation of paths.

Let ⟝l and �f  , be dual variables associated with (17) and (18), respectively. 
Then, the CRP-LP problem can be decomposed into F subproblems, i.e., a problem 
for each flow, and the following column-generation-based approach is applied. In 

(16)CRP-LP: min𝜃p,𝛿pl

∑
f∈F

∑
p∈P̄f

𝜃pdf 𝜂p +
∑
f∈F

� �f

(17)s.t.
∑
f∈F

∑
p∈P̄f

𝛿pl𝜃pdf ≤ gl, ∀l ∈ L

(18)
∑
p∈P̄f

𝜃pdf + �f = df , ∀f ∈ F

(19)𝜃pdf ≥ 0 ∀p ∈ P̄f ,∀f ∈ F

(20)�f ≥ 0 ∀f ∈ F.
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each iteration, the Procedure 1 provides upper and lower bounds. Therefore, it can 
be stopped when they are sufficiently close to each other.

A label correcting algorithm is used to solve each of the subproblems [16]. The 
algorithm allows creation of multiple labels, each with a cost and weight at each 
node. The labels are sorted in a priority queue in accordance with their cost value. In 
each iteration, a label is chosen and updated. Let s, t, lim, Q and n(i) be the source, 
the destination, the weight limit, the priority queue, and the number of labels at node 
i, respectively. Then, a formal description of the multi-labeling algorithm is given in 
Algorithm 1. Let �ij be a weight coefficient of the link connecting nodes i and j for 
a given flow f; hence, it is equivalent to the a weight coefficient �fl . Similarly, let c̄ij 
be the link reduced costs corresponding to c̄fl of the link l connecting nodes i and j.
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Appendix 2: Complexity Analysis

In order to be able to compare the computational time of both MLMR framework 
and CGbA, the number of flows F can be written in terms of number of forward-
ing elements N. Assume that there are flows from each forwarding element to all 
other elements; hence, the number of flows F = N2 . Let h be the number of layers 
in the proposed DNN. Then, the maximum number of neurons in any of the layers 
of the proposed DNN is KN2 . Therefore, the runtime of h matrix multiplications is 
O
(
h(KN2)3

)
 , i.e., O(K3N6) , where K << N and h is constant.

The CGbA consists of five major steps outlined in Procedure 1. The Floyd-War-
shall algorithm can be used to identify the shortest feasible paths between every pair 
of nodes in first step. Then, the runtime of the first and second step is O

(
N3

)
 . The 

CRP-LP is solved in step three for each flow f ∈ F  . Given that the runtime of the 
label correcting algorithm is O

(
lim2N2

)
 , where lim is bounded by N and F = N2 , 

the third step runtime is O(N6) [16]. In step four and five, the maximum number 
of columns that can be added for all flows is N2(K − 1) and the runtime of solv-
ing the subproblem is O(N4) . Thus, the runtime of steps three, four and five is 
O
(
N2(K − 1)[N6 + N4]

)
 . Hence, the overall time of CGbA is O

(
N8(K − 1)

)
.
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The empirical and asymptotic computational analysis demonstrate superiority of 
the proposed MLMR framework to the CGbA.
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